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Decision/action requested

It is requested to approve the following pCR to be included in TR 33.835
2
References

[1]
3GPP TS 33.835
3
Rationale

As with any system designed by 3GPP, compliance with local regulations and rules is a necessicity. Such rules and regulations sometimes affect how cryptography can be used in the system. In order to ensure that the service can be adopted, it has to be compliant with local rules and regulations of where the UE resides. 
4
Detailed proposal

*************** Start of Change ***************

5.X
Key Issue #X: Compliance with local rules and regulations

5.X.1
Issue details
In different parts of the world, different rules and regulations apply with respect to the usage of cryptography. A service like AKMA that is intended to be deployed in many places around the globe should therefore be adaptable to the local situation. 

In the case of AKMA, the operator is the facilitator of a service that can be used to agree a key between two parties which may not be under control of the operator. As such, operators  in different parts of the world may be subject to some regulations with respect to providing key material to third parties.

Another potential use case of AKMA is that the operator facilitates end-to-end protection between a UE and a party outside of the operator domain. Also in such cases, restrictions may be enforced by the regulators.

In order to enhance adoption of the service, AKMA should be made regulations aware such that the service can be used irrespective of where the UE resides.

5.X.2
Security Threats

There are no threats.

5.X.3
Potential security requirements

-
AKMA service shall be made such that it can comply with rules and regulations of the serving network;

-
AKMA service shall be able to signal if services are not available under the regulations of the seving network 

*************** End of Change ***************

